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The IRGC Built a Shadow Dollar System on
Blockchain -- and Every Transaction Is
Traceable

Nobitex 87 Percent of Iranian Volume. $7.8 Billion in 2025. USDT on Tron.
London-Registered Sanctions Exchanges. The Chain That Funds the Proxy
Exposes It. -- Q2 2026

When US and Israeli forces struck Iran on February 28, 2026, something unusual happened on the
blockchain before the first missile landed. Chainalysis data confirmed that Iranian crypto activity
correlates with political flashpoints -- wallet movements accelerated, exchange outflows surged, and
approximately $10 million drained from Iranian exchanges in the 72 hours surrounding the strikes. The
blockchain was moving faster than the military. Iran has spent the past seven years building a shadow
dollar system on public blockchains -- a parallel financial network that allows the Islamic Revolutionary
Guard Corps, the Central Bank of Iran, and a web of proxy organizations to move money at industrial
scale outside the reach of the SWIFT-based dollar correspondent banking system. In 2025, Iran's total
crypto ecosystem reached $7.78 billion in annual transactions, according to Chainalysis -- the most
comprehensive public data on state-sponsored cryptocurrency financial infrastructure ever published for
any sanctioned nation. The IRGC and its proxy networks accounted for more than 50% of all Iranian
crypto inflows in the fourth quarter of 2025 -- over $3 billion in value received in a single quarter. Iran's
central bank alone accumulated at least $507 million in USDT in 2025. The dominant exchange in this
ecosystem -- Nobitex -- controls approximately 87% of all Iranian domestic crypto volume with 11 million
registered users and $7.2 billion in transactions in 2025 alone. The OFAC sanctions that targeted this
network in January 2026 did not fall on exchanges in Tehran. They fell on Zedcex and Zedxion --
registered in London. The headline story is stablecoins on Tron, not Bitcoin. And the fatal flaw in the
entire architecture is the same property that makes it useful: every single transaction is permanently
recorded on a public ledger that blockchain analytics firms can read in real time.

01 -- THE SCALE: $7.8 BILLION, 87 PERCENT NOBITEX, $3 BILLION IRGC

The scale of Iran's crypto financial infrastructure in 2025 -- documented in Chainalysis's 2026 Crypto
Sanctions Report and subsequent analysis -- represents the most developed state-sponsored
cryptocurrency financial network ever documented by public blockchain analytics. Understanding the
scale requires understanding the three distinct populations using this infrastructure simultaneously.

The first population is ordinary Iranians. Iran's rial has lost more than 96% of its value against the US
dollar, the economy is under comprehensive sanctions, and the domestic banking system provides
limited access to dollar-denominated assets. Approximately one in six Iranians -- roughly 14 million



people -- have used cryptocurrency, primarily as a financial survival tool rather than a speculative
investment. During the protests and internet blackout that accompanied the February 2026 military
strikes, Chainalysis confirmed a surge in withdrawals from Iranian exchanges into personal Bitcoin
wallets -- a flight to self-custody indicating that for ordinary Iranians, Bitcoin has become a
censorship-resistant asset that provides financial flexibility in an authoritarian and highly volatile
environment.

The second population is the state apparatus. Iran's Central Bank purchased over $500 million of USDT
on Tron between November 2024 and June 2025, with $347 million of that sent directly to Nobitex
according to Elliptic and Reuters sources. The purpose, as documented in leaked documents published
by sanctioned individual Babak Morteza Zanjani, was to stabilize the rial and finance trade through
crypto channels that bypass SWIFT. That effort has largely failed from a rial stabilization perspective --
the currency has continued its collapse -- but the crypto infrastructure built to execute that strategy
remains operational.

The third population is the IRGC and its proxy network. Chainalysis Senior Intelligence Analyst Kaitlin
Martin confirmed that the IRGC controls an overwhelmingly large share of Iran's entire crypto economy.
IRGC-linked addresses accounted for more than 50% of total Iranian crypto inflows in Q4 2025 -- over
$3 billion in value received in a single quarter, from funding Hezbollah, Hamas, and the Houthis, to
procurement of dual-use goods and oil sales revenue laundering. The blockchain analytics firm noted
that the $3 billion figure reflects only wallets publicly tied to sanctions listings, suggesting the true
footprint may be significantly larger.

IRAN CRYPTO SCALE 2025: $7.78B total ecosystem. Nobitex: 87% domestic volume, 11M
users, $7.2B in 2025. IRGC accounts for more than 50% of crypto inflows in Q4 2025 -- over
$3B. Central Bank of Iran: $500M+ in USDT in 2025. Three populations: ordinary Iranians
surviving, state apparatus funding trade, IRGC funding proxies.

02 -- THE ARCHITECTURE: WHY TRON AND USDT, NOT BITCOIN

The most analytically significant finding in the Chainalysis Iran data is that the infrastructure at the

center of Iran's shadow dollar system is not Bitcoin -- it is USDT on Tron. This choice is not accidental. It
reflects a deliberate optimization of the available blockchain infrastructure for the specific requirements
of a heavily sanctioned state financial operation.

Tron's specific technical characteristics make it the optimal network for high-volume, low-cost
dollar-denominated transfers in a sanctions evasion context. Tron processes transactions in
approximately 3 seconds with finality -- compared to Bitcoin's 10-minute block times. Tron's USDT
transaction fees average approximately 1 to 2 USDT per transaction -- compared to Ethereum's variable
gas fees that can reach $10 to $50 during peak network usage. Tron's deep USDT liquidity -- it
processes the majority of global USDT transfer volume -- means that converting fiat to USDT and USDT
to goods or other currencies is mechanically easier on Tron than on any other blockchain. And Tron's
permissionless architecture means any wallet can receive and send USDT without any entity's approval
-- unlike the regulated US dollar banking system that requires correspondent bank approval for every
transfer.



The Reuters analysis of Arkham blockchain data confirmed that Nobitex -- Iran's dominant domestic
crypto exchange -- moved more than $2 billion on the Tron network and at least $317 million on BNB
Chain since January 2023. During the US-Israel military strikes against Iran that began in February
2026, $22.6 million in crypto flowed through Nobitex on BNB Chain and $550,000 via Tron in the days
surrounding the strikes. The transaction pattern was visible on the blockchain in real time -- wallet
activity before and during the military operation confirmed that Iranian financial operators were moving
funds in anticipation of escalation.

The Strait of Hormuz toll payment system that Iran formalized in April 2026 -- requiring ships to pay $1
per barrel of oil in cryptocurrency to pass through the strait -- represents the most explicit integration of
the IRGC's crypto financial infrastructure into sovereign territory control. Bloomberg reported on April 1,
2026 that the IRGC was extracting transit tolls payable in yuan or stablecoins via an IRGC-linked
intermediary and permit system. Chainalysis noted that Iran would likely prioritize stablecoins over
Bitcoin for these tolls, consistent with the heavy historical reliance on stablecoins by the regime and its
regional proxies.

03 -- LONDON REGISTERED: THE FIRST IRGC CRYPTO EXCHANGES

SANCTIONED BY OFAC

The January 2026 OFAC sanctions actions against Iran-linked crypto exchanges revealed a detail that
most coverage missed entirely: the first IRGC-linked crypto exchanges sanctioned by OFAC were not
registered in Iran, not registered in a Gulf state, and not registered in a crypto-friendly jurisdiction like
the Seychelles or Cayman Islands. They were registered in London.

Zedcex and Zedxion -- two UK-registered entities that processed large volumes of IRGC-linked funds --
were sanctioned by OFAC in January 2026 under the Trump administration's maximum pressure
campaign against Iran's crypto financial network. Zedcex alone had processed more than $94 billion in
total transactions, according to the Chainalysis analysis cited in the OFAC action. The UK registration
was not a coincidence. It was a deliberate structural choice by the entities operating these exchanges to
access Western financial system legitimacy and payment processing relationships while simultaneously
serving as the off-ramp infrastructure for a sanctioned state's financial operations.

The UK registration of IRGC-linked crypto exchanges creates a specific compliance and legal exposure
for every legitimate financial institution that had banking or payment relationships with these entities.
UK-registered companies have access to UK banking relationships, UK payment processors, and the
credibility of UK corporate registration that many compliance screening systems use as a positive
signal. The discovery that entities with $94 billion in transaction history were serving as IRGC financial
infrastructure -- while registered in a G7 jurisdiction with one of the world's most sophisticated financial
regulatory systems -- is the most significant operational security failure in the history of crypto sanctions
enforcement.

The broader Chinese-language money laundering network documented by TRM Labs -- which
processed more than $100 billion to $103 billion in adjusted crypto flows in 2025, including USDT
laundering for Iranian, North Korean, and Russian sanctioned entities -- provides the context for why
London-registered exchanges could accumulate $94 billion in transaction volume while ostensibly



providing legitimate crypto services. The conversion of tainted stablecoins into clean assets requires the
same infrastructure that legitimate crypto businesses use -- and the distinction between a legitimate
exchange and a sanctions evasion vehicle is often visible only through blockchain analytics, not through
corporate registration details.

OFAC JANUARY 2026: First ever IRGC-linked crypto exchanges sanctioned. Registered in
London, not Tehran. Zedcex: $94B+ in total transactions. TRM Labs: $100B-$103B in
Chinese-language money laundering networks serving Iranian, North Korean and Russian
sanctioned actors in 2025. The corporate addresses were wrong. The blockchain addresses
were correct.

04 -- THE FATAL FLAW: THE CHAIN THAT FUNDS THE PROXY EXPOSES IT

The strategic paradox at the heart of Iran's shadow dollar system is the same paradox that makes every
public blockchain-based sanctions evasion strategy ultimately self-defeating: the transparency that
makes blockchain useful for decentralized finance is the same transparency that makes it the most
forensically powerful sanctions enforcement tool ever created.

Every USDT transaction on Tron is permanently recorded on a public ledger accessible to anyone with
internet access. The wallet address that received $344 million from Iran's Central Bank on April 23,
2026 -- TTiDLWE6fZK80kMJv6ijg42yrH6W2pjSr9 -- is visible on the Tron blockchain explorer at this
moment. The $347 million in USDT that Iran's Central Bank sent to Nobitex between November 2024
and June 2025 is visible in the transaction history of the wallets involved. The oil sale proceeds that
moved from brokers into stablecoins, through intermediary wallets, across DeFi bridges, before
returning to IRGC-affiliated entities -- the full transaction path that Chainalysis documented -- is
permanently recorded.

This transparency creates an asymmetric intelligence advantage for the US Treasury Department and
its blockchain analytics partners that no traditional financial sanctions tool has ever provided. Traditional
SWIFT-based sanctions enforcement requires intelligence about which banks are processing
transactions for sanctioned entities -- information that can be concealed through correspondent bank
chains, shell company structures, and jurisdictional arbitrage. Blockchain analytics requires only a public
ledger that no one can alter. Chainalysis confirmed that it can track the dynamic ebbs and flows of
wallet activity of Iranian exchange counterparties, illustrating that major geopolitical events often
manifest quickly on public ledgers and provide useful analytic indicators.

The April 23, 2026 Tether freeze of $344 million from Iran's Central Bank -- executed in seconds, in
coordination with OFAC, without any correspondent banking intermediary -- is the operational proof that
the transparency asymmetry favors the enforcement side. Iran built a shadow dollar system on
blockchain because blockchain provides the dollar stability, settlement speed, and global accessibility
that its banking system cannot. It cannot undo the blockchain's transparency without abandoning the
system it built. The chain that funds the proxy is the chain that exposes it.

05 -- WHAT THIS MEANS FOR TRON, USDT, AND STABLECOIN REGULATION




The Iran blockchain sanctions story has direct implications for three specific assets and regulatory
debates that are simultaneously advancing through US financial policy in 2026.

For Tron, the documented role of the Tron blockchain as the primary settlement network for IRGC
financial operations creates a reputational and regulatory overhang that the Tron Foundation has not
been able to resolve. Nobitex's $2 billion in Tron volume, the Central Bank of Iran's USDT purchases
primarily on Tron, and the Tether freeze of $344 million from Tron addresses all point to Tron as the
preferred network for state-sponsored sanctions evasion. OFAC's designation of Tron addresses and
the compliance expectations placed on any exchange that has Tron exposure create a systemic
compliance risk for every institutional participant that uses Tron for legitimate purposes alongside its
documented illicit use.

For Tether and USDT, the Iran data is simultaneously a compliance validation and a market positioning
challenge. The compliance validation is straightforward: Tether's cooperation with OFAC to freeze $344
million from Iran's Central Bank confirms that Tether operates as a US sanctions-compliant
infrastructure provider. The market positioning challenge is that USDT's deep liquidity on Tron is
precisely the characteristic that makes it useful for both legitimate and illicit transactions -- and the bank
lobby's arguments about stablecoin systemic risk, while overstated in the context of domestic deposit
competition, are not entirely without foundation when the stablecoin in question has documented
state-sponsored sanctions evasion in its transaction history.

For the GENIUS Act and CLARITY Act regulatory frameworks, the Iran data provides the most
compelling national security argument for maintaining strong stablecoin issuer compliance
requirements. The GENIUS Act's reserve requirements, attestation obligations, and federal licensing
standards are not merely consumer protection measures. They are the compliance infrastructure that
separates the GENIUS Act-compliant dollar stablecoin ecosystem -- which cooperates with OFAC
enforcement and freezes sanctioned assets on instruction -- from the offshore, unregulated stablecoin
ecosystem that Iran's shadow dollar system exploits.

06 -- CONCLUSION: THE BLOCKCHAIN MADE IT VISIBLE AND VULNERABLE

Iran's shadow dollar system on blockchain is one of the most sophisticated financial infrastructure
operations undertaken by any sanctioned state in the history of financial sanctions. It is also structurally
self-defeating in a way that no traditional sanctions evasion architecture has been. The same public
ledger that allows the IRGC to move $3 billion quarterly without correspondent banking relationships
allows the US Treasury Department to identify, map, and freeze those assets in seconds.

The $1 billion in Iranian crypto seized by the United States under Operation Economic Fury --
announced by Treasury Secretary Bessent on May 29, 2026 -- is the most visible demonstration of how
the transparency asymmetry resolves. Iran moved $400 to $500 million per month through crypto
channels before the operation intensified. The operation identified those channels, froze $344 million in
a single action on April 23, and accumulated $1 billion in total seizures by May 29. The entire
enforcement sequence -- identification, tracking, freezing, public announcement -- took less time than a
single SWIFT-based sanctions enforcement action would have required to navigate the correspondent
banking chain.



For investors who are tracking the stablecoin regulatory environment, the Iran shadow dollar system
story confirms the analytical framework that this research series has been documenting: the GENIUS
Act and CLARITY Act regulatory frameworks are not primarily about consumer protection or bank
deposit competition. They are about ensuring that the dollar stablecoin ecosystem that the US
government is deploying as an instrument of monetary geopolitical strategy remains under US
compliance control -- distinguishable from and hostile to the offshore, unsanctioned stablecoin
infrastructure that Iran's shadow dollar system exploits. The compliance moat that separates USDC
from USDT from Iran's Central Bank USDT purchases is the same moat that makes USDC the
preferred settlement currency for institutional investors and Al agents. The chain that funds the proxy
exposes it. The same transparency that exposes Iran's network validates the compliant dollar stablecoin
ecosystem.

Iran built a $7.8B crypto ecosystem on Tron and USDT. IRGC controls more than 50 percent of
inflows. London-registered exchanges processed $94B for the IRGC. Tether froze $344M in
seconds. Treasury seized $1B total by May 29. The chain that funds the proxy exposes it.
Every transaction is permanently on the public ledger.
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