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The first report in this Custody and Compliance series examined the leading custodians, security
architectures, and qualified custodian frameworks. This second report focuses on the operational
compliance layer — the AML programs, KYC systems, Travel Rule obligations, blockchain analytics
tools, and on-chain transaction monitoring infrastructure that every institution operating in crypto must
deploy in 2026. Global AML fines in crypto reached $2.1 billion in 2026. KYC verifications across crypto
platforms hit 890 million in 2025. The Travel Rule is now enforced across 72% of VASP jurisdictions
globally. The compliance software market itself has grown to $1.8 billion. These numbers tell a clear
story: crypto compliance has crossed the threshold from voluntary best practice to mandatory, audited,
and aggressively enforced institutional infrastructure. This report maps what that infrastructure looks
like, who the leading providers are, and how institutions must build their compliance programs to survive
regulatory scrutiny in the current environment.

01 — THE COMPLIANCE LANDSCAPE: $2.1 BILLION IN FINES AND RISING

Global crypto AML fines reached $2.1 billion in 2026 — a figure that reflects both the growing scale of
enforcement activity from regulators in the US, EU, UK, and Asia-Pacific, and the increasing capability
of blockchain analytics firms to trace illicit flows that would have been invisible to regulators just three
years ago. The era of crypto operating in a regulatory grey zone where enforcement was rare and
penalties were modest has definitively ended. In 2026, non-compliance is an existential risk for any
institution touching crypto assets.

The regulatory bodies driving this enforcement surge operate across multiple jurisdictions
simultaneously. FINCEN in the United States, the FCA in the United Kingdom, ESMA and national
competent authorities under MiCA in Europe, and FATF at the global standard-setting level are all
actively enforcing AML, KYC, sanctions screening, and Travel Rule requirements with increasing
coordination and information sharing between jurisdictions. An institution that satisfies US FInCEN
requirements but fails EU MiCA AML standards is not compliant — it is partially compliant, which in
practice means it faces enforcement risk in the jurisdictions where its compliance is deficient.

The compliance software market has grown to $1.8 billion in 2026 — reflecting the investment that
institutions are making in automated compliance infrastructure. Manual compliance processes —
human analysts reviewing transaction alerts one by one — cannot scale to the volume and velocity of



blockchain transactions. An institution processing thousands of crypto transactions daily needs
automated transaction monitoring, real-time sanctions screening, and algorithmic risk scoring that
operates faster than human review cycles allow. This has created a large and rapidly growing market for
specialized crypto compliance technology.

MARKET DATA: AML fines in crypto hit $2.1B in 2026. Travel Rule compliance reached 72% of
VASPs globally. Compliance software market grew to $1.8B. KYC verifications exceeded 890M
in 2025. Non-compliance is now an existential institutional risk.

02 — THE TRAVEL RULE: WHAT IT REQUIRES AND HOW TO IMPLEMENT IT

The FATF Travel Rule is the single most operationally challenging compliance requirement for crypto
institutions in 2026. It mandates that Virtual Asset Service Providers collect and transmit originator and
beneficiary information — including name, wallet address, and account number — for every crypto
transfer exceeding approximately $1,000 or EUR 1,000. The name comes from its origin in traditional
banking, where the rule required wire transfer information to travel with the funds — crypto's
decentralized architecture makes implementing this requirement significantly more complex than in
traditional finance.

The core implementation challenge is that crypto transactions are peer-to-peer by design — there is no
central intermediary that automatically collects and transmits customer information the way a
correspondent bank does for wire transfers. To comply with the Travel Rule, VASPs must identify the
counterparty VASP in any transaction, establish a secure channel to transmit the required customer
data to that counterparty, verify that the counterparty is itself a compliant VASP and not a sanctioned
entity, and retain records of all transmitted information for the required retention period.

Several Travel Rule compliance protocols have emerged to standardize this data exchange between
VASPs: TRISA (Travel Rule Information Sharing Architecture), OpenVASP, and various proprietary
networks operated by blockchain analytics vendors. The key practical requirement for institutions is
ensuring that their Travel Rule solution covers the full range of counterparty VASPs they transact with
— a solution that works for well-known regulated exchanges but fails for smaller or newer VASPs
creates compliance gaps that regulators are specifically looking for during examinations.

The unhosted wallet question remains one of the most actively debated Travel Rule compliance issues
in 2026. When a transfer goes to or comes from a self-custody wallet — one not operated by a VASP —
the Travel Rule counterparty data cannot be obtained from another institution. Different jurisdictions are
handling this differently: some require enhanced due diligence and source-of-funds documentation for
unhosted wallet transactions above certain thresholds, while others apply a risk-based approach that
allows institutions to calibrate their controls based on transaction value and customer risk profile.

03 — BLOCKCHAIN ANALYTICS: CHAINALYSIS, TRM LABS AND ELLIPTIC

Blockchain analytics — the use of specialized software to trace, attribute, and risk-score cryptocurrency
transactions — has become the foundational technology of crypto compliance. Three firms dominate
this market: Chainalysis, TRM Labs, and Elliptic. Understanding what each platform does, how they



differ, and when each is most appropriate is essential for any institution building a crypto compliance
program.

Chainalysis: Chainalysis is the market leader in blockchain analytics, originally built as a law
enforcement investigation tool and subsequently expanded into compliance solutions for financial
institutions. Chainalysis Reactor — its investigation platform — uses clustering algorithms, transaction
tracing, and wallet linkage analysis to map relationships between addresses and attribute them to
known entities including exchanges, darknet markets, ransomware operators, and sanctioned entities.
Its compliance product, Chainalysis KYT (Know Your Transaction), provides real-time transaction
monitoring and risk scoring for VASPs. Chainalysis recently closed a Series F funding round, signaling
continued investment in expanding its platform capabilities and competitive positioning.

TRM Labs: TRM Labs has emerged as the strongest competitor to Chainalysis, particularly for
institutions that prioritize cross-chain analytics and real-time monitoring. TRM Labs' platform covers a
broader range of blockchain networks than competitors — critical for institutions operating across
multiple chains — and its risk scoring methodology is particularly well-regarded for stablecoin
compliance and DeFi transaction monitoring. TRM Labs platforms with structured disposition workflows
produce SAR filings with significantly higher quality — meaning regulators are more likely to accept
them as satisfying reporting obligations without follow-up examination.

Elliptic: Elliptic differentiates on explainability — its platform is specifically designed to produce
documentation suitable for audits, regulatory examinations, and when necessary, courtroom
presentations. Its Crystal visualization tool creates evidence bundles that compliance officers can
present to regulators or in legal proceedings with clear chain-of-evidence documentation. For
institutions facing active regulatory examinations or operating in jurisdictions with aggressive
enforcement, Elliptic's emphasis on audit-ready documentation provides a practical advantage that goes
beyond transaction risk scoring.

Effective crypto transaction monitoring must integrate multiple data sources simultaneously: internal
transaction data and KYC records, external blockchain analytics intelligence from one or more of the
three platforms above, OFAC and HMT sanctions lists updated in real time, jurisdiction risk ratings from
FATF grey and black lists, exchange and counterparty risk classifications, and where available, external
financial crime intelligence feeds. The richer the data integrated at alert generation time, the better the
context available to compliance analysts — and the fewer false positives that consume analyst time

without producing actionable intelligence.

04 — KYC IN THE INSTITUTIONAL ERA: BEYOND BASIC IDENTITY VERIFICATION

Know Your Customer requirements for institutional crypto participants have evolved far beyond the
basic identity document collection that characterized early crypto exchange onboarding. In 2026,
institutional KYC is a multi-layered process that covers entity verification, beneficial ownership
determination, source of funds and wealth documentation, ongoing transaction monitoring, and periodic
customer review — a framework that mirrors the most rigorous private banking KYC standards.



For corporate and institutional clients, KYC begins with entity verification: confirming legal existence,
ownership structure, beneficial ownership to the ultimate natural person level, authorized signatories,
and regulatory licenses held. In most jurisdictions, beneficial ownership must be traced to individuals
holding 10% or 25% or more of the entity — a requirement that creates significant due diligence
complexity for institutional clients with complex ownership structures involving multiple layers of holding
companies, trusts, and investment vehicles.

Source of funds and wealth documentation has become increasingly important in 2026 as regulators
focus on ensuring that the capital entering crypto markets from new institutional participants has a
documented, legitimate origin. Institutions onboarding large corporate treasury clients or family offices
must obtain and retain documentation explaining the origin of funds being committed to crypto allocation
— audit records, fund subscription agreements, financial statements, or other evidence that satisfies the
requirement to understand where the money came from.

Customer segmentation by risk tier is the most important KYC design decision for any institution
building a compliance program. Retail users, high-net-worth individuals, and institutional clients have
fundamentally different transaction profiles and different risk indicators — applying identical KYC
thresholds and monitoring rules to all three tiers produces either excessive false positives that
overwhelm compliance teams or insufficient sensitivity that misses genuine risk. Rule thresholds and
monitoring parameters must be calibrated separately for each customer tier based on historical
transaction data and the specific risk characteristics of each segment.

05 — SANCTIONS SCREENING: OFAC, SDN LISTS AND REAL-TIME

REQUIREMENTS

Sanctions compliance has become one of the highest-stakes compliance obligations in crypto in 2026
— with OFAC enforcement actions against crypto firms producing some of the largest fines in the
regulatory history of the asset class. The fundamental requirement is straightforward: institutions must
screen all customers, counterparties, and transactions against the OFAC Specially Designated
Nationals list, HMT sanctions lists in the UK, EU sanctions lists, and other applicable jurisdiction-specific
sanctions regimes in real time.

The crypto-specific complexity in sanctions screening comes from the decentralized nature of
blockchain transactions. Unlike a wire transfer where the counterparty bank is known before the
transaction is initiated, a crypto transaction can be received from a wallet address with no prior
counterparty relationship. This means sanctions screening must occur at the wallet address level —
screening every sending and receiving address against known sanctioned wallet lists — as well as at
the customer identity level. OFAC has demonstrated a willingness to enforce sanctions violations even
when the receiving institution did not know the counterparty was sanctioned, placing the compliance
burden squarely on institutions to implement proactive screening.

The Tornado Cash enforcement action — where OFAC designated a smart contract protocol rather than
an individual or entity — established a precedent that compliance obligations extend to interaction with
sanctioned smart contracts, not just sanctioned individuals. Institutions must maintain lists of sanctioned
smart contract addresses and ensure their transaction monitoring systems flag any interaction with



those contracts, regardless of whether the customer claims to have been unaware of the sanction.

06 — CONCLUSION: COMPLIANCE IS A COMPETITIVE ADVANTAGE

In 2026, the compliance burden on crypto institutions is real, significant, and growing. $2.1 billion in AML
fines, 72% Travel Rule VASP compliance rates, a $1.8 billion compliance software market, and MiCA's
July 2026 enforcement deadline are not abstract regulatory developments — they are the operational
reality that every institution touching crypto assets must navigate. The institutions that treat compliance
as a cost center to be minimized will face regulatory enforcement, banking relationship disruption, and
reputational damage that ultimately costs more than the compliance investment they were trying to
avoid.

The institutions that treat compliance as a competitive advantage — building audit-ready programs,
deploying best-in-class blockchain analytics, implementing rigorous KYC that goes beyond regulatory
minimums, and maintaining proactive relationships with regulators — will be the institutions that attract
the largest institutional clients, maintain the strongest banking relationships, and operate with
confidence through the next phase of regulatory development. In a market where institutional capital is
the marginal price-setter, being the most trusted and compliant institution in the space is a durable
competitive moat.

For investors evaluating crypto platforms, exchanges, and service providers, compliance quality is a
direct proxy for operational durability. A platform with robust AML controls, qualified custodian
relationships, Travel Rule compliance, and active blockchain analytics integration is a platform that will
still be operating in five years. A platform cutting corners on compliance to reduce costs is a platform
with a regulatory clock ticking toward a forced shutdown or crippling fine. In the institutional era of
crypto, compliance is not overhead — it is infrastructure.

$2.1 billion in AML fines in 2026. The institutions building compliant infrastructure now are the
ones that will still be operating when the next bull market arrives. Compliance is not the cost
of doing business — it is the business.
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